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e Fortinet Warns of Critical FortiOS SSL VPN Flaw Likely Under Active
Exploitation (thehackernews.com)
e PSIRT | FortiGuard (fortinet.com)

* Chinese Hackers Exploited FortiGate Flaw to Breach Dutch Military
Network (thehackernews.com)
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Version Affected Solution
FortiOS 7.6 Not affected Not Applicable
FortiOS 7.4 7.4.0 through 7.4.2 Upgrade to 7.4.3 or above

FortiOS 7.2 7.2.0 through 7.2.6 Upgrade to 7.2.7 or above

FortiOS 7.0 7.0.0 through 7.0.13 Upgrade to 7.0.14 or above

FortiOS 6.4 6.4.0 through 6.4.14 Upgrade to 6.4.15 or above
FortiOS 6.2 6.2.0 through 6.2.15 Upgrade to 6.2.16 or above

FortiOS 6.0 6.0 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at:

FortiSASE: Issue remediated Q1/24
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FortiOS Version Upgrade Path

Current Product:

ForiiGate-100F ~
Current FortiOS Version: Upgrade To FortiOS Version:
6412M v 64.15.M w

Upgrade information for older FortiOS versions (before 5.2.9) can be found here.
Recommended Upgrade Path

Following is the recommended FortiOS migration path for your product.

Version Build Number

6.4.12.M 2060
R C

6.4.14M 2003
BORTRRA D FXIER
6.4.15.M 2095
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FortiOS Version Upgrade Path
Current Product:
FortiGate-50F
Current FortiOS Version: Upgrade To FortiOS Version:

T24F w 7.25F w
Upgrade information for older FortiOS versions (before 5.2.9) can be found here.

Recommended Upgrade Path

Following is the recommended FortiOS migration path for your product.

Version Build Number

7.24AF 1396
_ — IR
R o =

7.2.5. 517
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© Ry BRI BRI E W E > s5CEA ssh BA
Firewall » #{7 "show full system ha"
o TSN 0 WJEA "set uninterruptible-upgrade
enable" L1TEE
CERH BT TR
« config system ha

set uninterruptible-upgrade enable
end
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e WirGuard

* https://www.wireguard.com/
e https://www.asus.com/tw/support/faq/1048280/

e OpenVPN
* https://openvpn.net/




