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Microsoft Windows RDP Network
Level Authentication can bypass
the Windows lock screen

Vulnerability Note VU#576688
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Ey Endpoint Manager

INNOVATIVE AND SECURE DEVICE

WE ARE PROVIDING A SIMPLIFIED, EFFICIENT WAY TO CONF

| forgot my password
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@ CONTACT

“y Endpoint Manager @ CONTACT

INNOVATIVE AND SECURE DEVICE

WE ARE PROVIDING A SIMPLIFIED, EFFICIENT WAY TO CONFIGURE AND MANAGE ALL DEVICES

Back to Sign In

Two Factor Authentication - Code

| don't have an authenticator app now
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ACTIVE COMPONENTS VIRTUAL PATCH CUSTOMER LOGGED IN USER LAST ACTIVITY

0s DESKTOP STATUS

] WIN-NGTO8RBTJ47 m|m ®3 Default Customer WIN-NGTOBRB.. (%  2020/03/2111:10:26 AM

Results per page: 20 v Displaying 1 of 1 results
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Instance ID

Public IP Address
Private IP Address
Availability Zone
Instance Size
Architecture

Remote Control Session
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WIN-NGTO8S8RBTJ47
1-0b79e4£a%871b8cad
13.115.242.208
172:31.33.3
ap-northeast-1la
t2.micro
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(» & Logout (admin)

[Z] Export~

STAFF

Jasper

(ERE

Jasper

Jasper

Jasper

EVENT NAME

Remote
Control
session
summary

Remote
Control
session status

Remote
Control
session
connection
type

Remote
Control
session status

AFFECTED OBJECT

WIN-NGTO8RBTJ47

OLD VALUE

WIN-NGTO8RBTJ47

WIN-NGTO8RBTJ47

WIN-NGTO8RBTJ47

Connected

Connecting

NEW VALUE

Finished

P2P

Connected

EXTRA INFO SESSION ID

Takeover Session ID:
17DCA559-6156-4181-
9580-77A5CEB57BFE
Takeover Session
Authentication:
Allowed By Rules
Takeover Session
Connection Type: P2P
Takeover Session
Status: Finished
Takeover Session

Start: 03:37:16 PM ﬁ)\ﬁ%’%ﬁ

Takeover Session End:
03:42:39 PM hERRERS

Takeover Session

Duration: 5m 23s E’%EH%:_%Q

Takeover Session ID:
17DCAL59-6156-4181-
9580-77A5CEB57BFE
Takeover Session
Duration: 5m 23s

73e89589d40444e2952ab1b3fcf98613

73e89589d40444e2952ab1b3fcf98613

Takeover Session ID:
17DCAL59-6156-4181-
9580-77A5CEB57BFE

73e89589d40444e2952ab1b3fcf98613

Takeover Session ID:
17DCAL59-6156-4181-
9580-77A5CEB57BFE

73e89589d40444e2952ab1b3fcf98613

(ST 4

LOG CREATION DATE

2020/03/21 03:42:39 PM

TEtzAcERITE

2020/03/21 03:42:39 PM

2020/03/21 03:37:24 PM

2020/03/21 03:37:16 PM
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